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1. Documentation License

Copyright © 2005 Alessea Consulting

Everyone is permitted to copy, distribute, and store verbatim copies of this documentation license. But changing this license is not allowed.
You, the readers are free to make copies, distribute, and store verbatim copies of this document  -- provided that this license and copyright notes are retained and the document is used for non-commercial use only. 

However, you are not authorized to do the following:

· Make any changes to this document including: converting to another file format or medium, translating to another language, removing the Alessea Consulting logo, copyright notice, documentation license, etc. 

· Charge any amount to retrieve or access this document.

Any proposed changes to this document should be submitted to Alessea Consulting for approval. It is up to Alessea Consulting whether or not to incorporate the proposed changes. Acknowledgements will be given to the change proposer. However, Alessea Consulting will own the rights to all changes made.

    We strongly encourage the readers to keep only the most current copy on their hard drives, web sites, and other storage/access devices. This can always be requested at no cost by e-mailing mailto:business@alessea.com
   Alessea Consulting reserves the right to change this documentation license at any time including for the current and future versions of this release.

Inclusion of a software package within this documentation does not mean a product endorsement. 

This document is distributed “as is”  -- Alessea Consulting does not assume any legal liability or responsibility for the accuracy, completeness, or usefulness of any information, product or process disclosed within this document. 

2. Introduction

[Note This appeared as a series of articles in the LDAP: Access And Administration Newsletter during 2004-5. It was inspired by a real outage at a major American company]

There are many things under the sun, both big and small, that can cause

a healthy LDAP server to fail and an LDAP Administrator to lose a good deal of sleep. In our travels throughout the LDAP universe, we haven't found these completely documented in one place. Here is our modest attempt to correct this and provide suggested solutions as well.

3. The Human Factor


Whatever their skill level, all LDAP administrators will eventually

make one or more mistakes. Some of these are the following:

Configuration Setting Errors

Accidentally making the wrong configuration setting can halt or impair

the LDAP service process. It is possible that the setting may not have any visible impact on system performance but may still cause unseen problems. For this type of problem, it may take some time to resolve because there is not an obvious error. Following change control, and configuration management processes provides an audit trail and

notifies others when a change has taken place. Building utility scripts to update the configuration can also reduce bad input as well.

Restarting Services

Sometimes, a newbie LDAP administrator will restart an LDAP service

process in attempting to solve one problem -- during the work day. But this "quick fix" causes users to lose temporary access to LDAP services. An even worse outcome

would be if the restarted LDAP service fails to start or encounters problems after restarting.

Deleting a key attribute, value, or entry.

It only takes a second to delete a key attribute and value such as the 

last record replicated or other operational attributes. Another serious loss is if an application ID used by your HR or Network Identity system disappears.

Deleting an ACL or Index

Removing an Access Control List (or the equivalent for your LDAP

server) or an application id/application may cause an application to no longer be able to read, write, and search LDAP attributes. If an index is deleted, then searches may dramatically increase their session time.

Re-indexing

Re-indexing LDAP indices may place the directory in read-only mode.

The result is the inability to update LDAP attributes (such as password) for a lengthy period of time.

Deleting the LDAP replication between two servers

If the LDAP replication "agreement" is destroyed, then users/applications

that explicitly use the slave server will no longer have current information. This may cause various problems (such as password changes may be out of sync.) Depending how long it takes, the entire LDAP database may have to be rebuilt.

4. Plumbing Problems – Network and Software Infrastructure

Although not directly related to LDAP errors, problems with any of the following will impact LDAP directory operations:

Network Components

A network component can fail at any time. This can create havoc for an

LDAP server such as "floods" where the server receives too much traffic and eventually runs out of connections. Or the LDAP server keeps trying to repeatedly connect without success. This will also dramatically increase the size of the logs, so always keep track of your disk space for such a rainy day.

It is good to have a continuous dialog with your network folks so they can

tell you how the LDAP servers are impacting the network and vice versa.

Infrastructure Software

DNS, Time, E-Mail (SMTP, POP, IMAP, Proprietary) and other

application software may cause LDAP servers not to find each other or impact performance. Documenting all of the infrastructure software dependencies that your LDAP servers may help you in later troubleshooting issues.

5. Hardware/Operating Systems: Can’t Live With It, Can’t live Without It

LDAP Servers, regardless of operating system, will periodically be

susceptible to various hardware/operating system problems:

Disk capacity

 Your LDAP logs will grow and use up disk space. (As said before, this is

true especially during outages.) Log monitoring warning should notify you as the drive or partition reaches 90-95%. Once you have a full disk, you will have no logs of any problems, and LDAP operations will shortly fail because there is no space left to write to the database. The administrator will then a frantic hour or so moving and compressing log files. The solution is aggressive log rotation and archiving, disk space monitoring (if not already enabled), and utilities to list large files on a disk.

Hardware failure

Memory, Disk, and Servers will fail at some time. The impact of failure is

minimized through use of hot spares and redundant servers. All servers should be undergoing frequent hardware diagnostic checks to avoid such problems.

Servers exceeding capacity:

LDAP servers have become THE means to provide mission-critical

authentication for organizations. It has become a victim of its own success as an increasing number of users and applications rely on the corporate LDAP servers to perform their job. However, usually companies are not doing the corresponding work of optimizing their existing hardware/software and "right-sizing" servers for today's and tomorrow’s load. The result will be that one day when some LDAP query or application brings the server's performance to the crawl. Then this starts to happen everyday and users complain of having an unstable and inconsistent performer. At least once a quarter, evaluate if your servers are adequate for handling the current and future needs.

Operating Systems

Operating systems can have bugs and problems under certain set of

conditions which may impact LDAP Server performance. As new operating set releases and updates appear, be on the lookout for features and fixes that will have a positive or

negative impact on your LDAP servers. In a future LADP Administration Newsletter, we will talk about the impact that LDAP server software, applications, and security can have on your LDAP server performance and stability.

6. Software And LDAP Operations: Friend or Fiend? 

Even if your hardware, infrastructure, and staff are functioning at 100%,

there are many things that can still go wrong with your software. Below is a short list:

Software bugs

As we have seen from the LDAP Browser Developer interviews, the

amount of quality assurance testing that goes in before a product release greatly varies.

This is often due to time, resource, and financial constraints. In spite of a developer's or development team's best efforts, software bugs do slip into products. (And also in products they interface with.) The impact on LDAP administration will vary -- from LDAP services to fully/partially non-functioning, not returning expecting error codes, corrupt backups, and the awful data issues (such as loss of data, data corruption, duplicate or "zombie" records). The list is endless. That's why you the administrator should do your own rigorous testing before deploying your directory- or security-related product suite.

Database Corruption/Backup

All LDAP servers use some type of database back-end to store directory data. Eventually a good many of these will corrupt due to some event such as data imports, LDAP search queries or numerous other factors. Heavy use of a system may also

contribute to database corruption. If this happens, one is forced to rely on the

kindness of your vendor's recovery/restore software and your backups – both which are likely to be previously untested. To avoid this scenario, one should have redundant LDAP servers, periodically test the data and procedures of your backup/restore process, and continuously improve your disaster recovery effort. We hope that directory vendors continue to enhance their products in this area.

Replication Issues

If you have more than one directory, then you use some type of replication to keep them both synchronized. But this synchronization may stop due to network, DNS, software, hardware, or other causes. Once detected, you should attempt to resolve as soon as possible. Failure to do so will mean "an out of sync" database that may require a complete rebuild. Long-term fixes may be more directory servers, an improved replication design including application modification, and better monitoring using real-time detection of when the replication first fails.

Access Control Lists (or Equivalent)

Standardizing the Access Control List (ACL) syntax in LDAP is making progress. Until then, each vendor relies on their own name and syntax for access control

list. Problems that can occur are access control lists displaying more/less than expected/or nothing at all, ACLs being so stringent as to stop all/some operations, or ACLs not working at all. These problems may be due to the ACL placement, ACL permissions target, an overriding ACL, a complex ACL with unintended effects, and more. ACLs should be tested first in a development environment to see if the above conditions occur. They should be approved by a change control review process so key LDAP users/administrators know when they take effect.

Logging Issues

 Typically, each LDAP server has unique logging schemes including name, content,

and logging levels. (Although the LDAP standard does specify error codes and

messages.)Logging problems include corruption, no logs at all, or too much detail

in logs. Periodically review your log's usefulness and adjust your logging

configuration settings.

Bad Data/Bad Imports

 Data Management is the "dirty little secret" of LDAP directories. Usually companies

do not have "data czars" to review the quality of data and currency in existing systems.

There is little effort to fix existing data issues and to ensure that future data is correct.

Also, given little direction or incentive, data input providers load their entries with

duplicates and misleading information. Bad data in LDAP directories is expensive in

terms of wasted time and energy in getting correct contact information.

The Directory Service stops and can't restart.

Hopefully, you are doing continuous maintenance so this doesn't take place. But

if this does happen, then it could be for a variety of reasons. An investigation of your

LDAP and system logs should reveal if it is disk space, physical and virtual memory,

configuration settings, database integrity, and other factors previously discussed.

If all else fails, you can either do a restore or re-install.

Directory Needs Performance Tuning

  Between fighting fires and other responsibilities, the typical LDAP Administrator

does not have the spare time to do continuous capacity planning and LDAP Server tuning. The result is their LDAP server that is not optimized for today's or tomorrow's needs. Many companies periodically use vendor or external consultants to do this activity. Typical activities include: 1) Get a baseline of usage based on historical data, 2)

Predict what future growth will be. 3) Determine present utilization issues. And 4)

Re-optimize your server settings for present/future load.

7. Applications are Not Your Friend


Applications include the range of home-grown, legacy, and commercial

off-the-shelf software. Each of these can potentially cause problems for LDAP administrations. These include: 1) Bad imports into a LDAP server. 2) Bad data into a LDAP server, 3) Replication issues as previously discussed, 4)Badly written or intensive search queries. These could slow LDAP binds, searches, or updates for other users. And 5) Attempted LDAP access against an invalid server name/IP address.

8. LDAP and Security

LDAP and Security is a full topic in its own right. And rightly so because the

following nightmares could happen at any time: 1)Data inadvertently world-accessible

due to adding an untested ACL. 2) One or more successful/unsuccessful malevolent

attempts to access LDAP data. 3) A denial of service (DoS) attack to bring down

the server through malformed LDAP search. 3) The "server in the middle" attack that

intercepts LDAP requests and reply to these requests as if it was the requested

server.

A good summary of possible LDAP attacks and how they can be thwarted can be found in RFC 2829. Other RFCS discuss security concerns as well. These threats can be thwarted by more challenging authentication methods, using access control lists to limit authorizations, disabling anonymous access, encrypted sessions, and more.

9. Conclusions

This concludes looking at the many threats to server operation stability

that may occur. We hope that it encourages vendors to improve their LDAP server products and LDAP administrators to incorporate more best practices into their activities.

10. Links & References 

Here are some representative references:

Troubleshooting

Microsoft Site-Server LDAP Troubleshooting Guide

Good information that applies to most LDAP servers and situations.

http://www.microsoft.com/technet/prodtechnol/sscomm/reskit/ldaptsho.mspx
LDAP Errors and What They Mean

A listing of the standard LDAP error messages and what they mean.

http://www.bemsel.com/Technology/Troubleshooting/LDAP_Troubleshooting/body_ldap_troubleshooting.html
Sun - LDAP Troubleshooting

Some good things to check on UNIX LDAP servers

http://docs.sun.com/app/docs/doc/816-7511/6mdgu0h3s?a=view
IBM Notes/Domino LDAP Troubleshooting

This may apply to other LDAP servers as well

http://www-12.lotus.com/ldd/doc/domino_notes/Rnext/help6_admin.nsf/f4b82fbb75e942a6852566ac0037f284/35e2e32969a22e5985256c1d0039da76?OpenDocument
Troubleshooting Novell's eDirectory

Book with Sample Chapter

http://www.informit.com/title/0789731460
LDAP Connection with BEA WebLogic Server

Again, there may be ideas that apply across LDAP servers.

http://www.fawcette.com/weblogicpro/2004_09/magazine/columns/troubleshootersdiary/default_pf.aspx
.

Software Bugs

OpenLdap Bugs Mailing List

With a searchable archive back to 1998. Typical of sort of bugs that

happen for LDAP servers.

http://www.openldap.org/lists/openldap-bugs/
Active Directory Backup Bug: Microsoft Comes Clean

A good overview on how bugs can be detected and dealt with.

http://www.windowsitpro.com/Windows/Article/ArticleID/21853/21853.html
Data Issues

Wanted Chief Data Officer

More on how to manage the data rather cleanse it. However, data cleansing

should be part of the CDO's responsibilities.

http://www.mail-archive.com/archive@jab.org/msg76467.html
The Real Cost of Bad Data

Shows it is cheaper to fix the data then to do nothing

http://www.melissadata.com/enews/articles/0105/9.htm
   Security

Some examples of a Denial of Service (DoS) and LDAP

http://support.microsoft.com/kb/303448/EN-US/-- Microsoft Exchange

http://secunia.com/advisories/8287/-- Lotus Domino

http://ciac.llnl.gov/ciac/bulletins/l-116.shtml-- Historical

LDAP Security Threats

http://corky.net/2600/data-networks/ldap-security.shtml-- Good Summary

http://www.faqs.org/rfcs/rfc2829.html-- RFC 2829

http://ks.securityfocus.com/shared/write/collateral/WTP/46524_30500_57177__LDAPinjection.pdf -- LDAP Query Attack


	
	
	


11. Please Send Us Your Feedback 

We welcome your feedback on this document including: your thoughts on the ideas expressed, suggestions for enhancements, future topics etc. We will mention you in 

the acknowledgements section of the next document version. LDAP Browser vendors and users are particularly welcomed.

Send comments to business@alessea.com
12. Forthcoming Documents from Alessea Consulting  

The following free and premium documents will soon be available from Alessea Consulting:

Abridged Edition (Free)

ALDWf-0000010.06-- What to Look For in Your Directory Browser

ALDWf- 0000020.01 -- What to Look For in Your Directory Admin Tool

         ALDWf- 0000040.01 -- A Catalog of Anxiety: What Can Go Wrong With LDAP  

         Administration
Premium Edition

ALDWp- 0000010.04 -- What to Look For in Your Directory Browser

ALDWp- 0000020.01 -- What to Look For in Your Directory Admin Tool

ALDWp- 0000030.01 -- What to Look For in Your LDAP Benchmarks

Send requests to business@alessea.com  or visit http://www.alessea.com to learn more about availability and pricing.
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